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comprising: 



A method for restoring a virtual path in an optical network, the method 



10 



15 



20 



broadcasting a plurality of resource request packets to a 

plurality of nodes in said opticaLrletwork; 
identifying a plurality of nodes with^sources wherein said 
nodes with resources are ^lefnes of said nodes having a 
resource necessary tcyuipport said virtual path; 
determining an alternate physical path, said alternate physical 

path comprising ones of said nodes with resources; 
configuring said alternate physical path by establishing a 

communication connection between said ones of said 
node^ with resources; and 
restoring/^aid virtual path by provisioning said virtual path over 
'said alternate physical path. 

2. The method of claim 1, further comprising: 
detecting a failure in said virtual path; 



3. The method 
said detection of sail 



■ck 



fail 



re is ' 



25 



2, wherein: 

ne by receiving a failure 

message paci< 

said identification of saild nodes with resources is done by 
acknowledging said failure message packet; and 

said determination of said nodes with resources is done by 

analyzing a response to said resource request packets. 
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4. 



The method of claim 2, wherein: 
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first and a second mode of said optical network; 
said optical network comprises said nodes; and 
each one of said nodes is coupled to at least one another of said 

nodes by a plurality of optical links. 

5. The method of claim 4, wherein: 
said physical path between said first and said second node 
comprises a plurality of intermediate nodes. 



10 6. The method of claim 4, wherein each one of said nodes is coupled to at 

least one another of said n6dis\in a mesh topology. 



15 



20 



25 



7. The met 
completed in less than 2 



f od 

secasn 



u 

8. The method 
completed in less than 250 nfiilliseconds 



9. The method 
completed in less than 50 m 



10. The method 
performed by said first node 



11. 



The method 




claim 6, wherein said restoring of said virtual path is 



f claim 6, wherein said restoring of said virtual path is 



4f claim 6, wherein said restoring of said virtual path is 
liseconds. 



i >f claim 6, wherein said restoring of said virtual path by is 



:>f claim 10, further comprising: 



if said failure is a local physical port failure between said first 
node and an adjacent node, 

determining an available different physical port of said 
link between said first node and said adjacent 
nodefs, 

-29- 



709089 vl 
Client Ref. : 4002 



y Docket No.: M-7165-5P US 



initiating a physical port switch request for said adjacent 
node, 

provisioning said virtuaj path to said different physical 
port, and 

updating said provisioning information in a node 
database. 



10 



15 



20 



12. The method of claim 1/1, further comprising: 
if different physical port of safed link between said first node 
and said adjacent nodes is unavailable, 

(i) changing a state of said virtual path to restoring, 

(ii) identifying a plurality of adjacent nodes with 
required bandy/uhh for said virtual path, 

(iii) forwarding a/patn restoration request to said 
plurality of adja^jpnt nodpgwith required bandwidth 



for said vir 



request for a firs 



l, and 



(iv) waiting for a re* ponse for said path restoration 



it predetermined time interval. 



13. The method of claim 12, further comprising: 
if said response to said path restoration request is not received 
within said first predetermined time interval, 
repeating steps (iij) - (iv) for a second predetermined 
time interval. 



25 



14. The method of claim 13, further comprising: 
if said response is not receive in within said second 

predetermined time interval, 

generating network alarms. 



15. The method off claim 14, wherein said first and said second 
predetermined time intervals are defined during provisioning of said virtual path. 
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16. The method of claim 14, 



wherein said first and said second 



predeteniiiucd time inicivais are dynamically calculated by said network based on 
network traffic condition. 



10 



15 



17. The method of claim 1G>, further comprising: 
if said failure did not occur at a physical port of said link 

between said first nodp and one of adjacent nodes of 

said first node, 

(i) changing a state <Jf said virtual path to restoring, 

(ii) identifying a plurality of adjacent nodes with 
required bandwidth for said virtual path, 

(iii) forwarding a path restoration request to said 
plurality of adracfent nodes with required bandwidth 
for said virtiVal palp, and 

(iv) waiting for A refspdnse ftfr said path restoration 
request for & fir^tV^edetermined time interval. 



20 



18. The method of claim 17, further comprising: 

if said response for said path restoration request is not receive 
within said first predetermined time interval, 
repeating steps (i ) — (iv) for a second predetermined 
time interval. 

19. The method of c aim 18, further comprising: 

if said response for said path restoration request is not received 
with in said second predetermined time interval, 
generating netwjork alarms. 



25 20. The method of claim 19, wherein said first and said second 

predetermined time intervals are defined during provisioning of said virtual path. 
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2 1 . The method of claim 1 9 J wherein said first and said second 
predetermined time intervals are dynamically calculated by said network based on 
network traffic condition. 

22. The method of claim 6 J wherein said restoring of said virtual path is 
performed by one of said intermediate nodes. 

23. The method of claim 22, wherein said failure is a local physical port 
failure between said intermediary nope and an adjacent node comprising said virtual 
path. 



10 



15 



24. The method of claiml23, further comprising: 
determining an available different physical port of said link 

between said inteimed^ary node and said adjacent 

nodes; 

initiating a physical pott svs/ijfch ri 
provisioning said virtual p^ 
and 

updating said provisioning! information in a node database 



uest for said adjacent node; 
to said different physical port; 



20 



25 



25. The method of claim 24, further comprising: 
if different physical port ©f said link between said intermediary 
node and said adjacent nodes is unavailable, 

a. changing a state of said virtual path to down, 

b. generating a restoration request, 

c. forwarding s< id restoration request to a plurality of 
adjacent nodes comprising said virtual path, and 

response to said restoration request for 



d. waiting for a 



a predetermi led interval of time. 
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26. The method of claim 25, prther comprising: 
if said response to said restoratio^ii request is not received 
within said predetermine^ interval of time, 
repeating steps (b) - (d) /for a predefined threshold 
times. 



10 



27. The method of claim 26, further comprising: 

if said response to said restoration request is not received 



within said predefined 



releasing resources of 



28. The method of claim 
and said predefined threshold are de 

29. The method of </laim 
and said predefined threshold 
network traffic condition. 



threshold times, 
said virtual path. 



15 




27, wherein said predetermined interval of time 
ined during provisioning of said virtual path. 



wherein said predetermined interval of time 
amically calculated by said network based on 



30. The method of clain 26, further comprising: 
if said response to said rest< ration request is received, 
releasing resources of said virtual path. 



20 



25 



3 1 . The method of claiAi 22, further comprising: 
if said intermediary node /receives a message of a remote port 
failure at a node comprising said virtual path, 
changing a state of said virtual path to down, 
forwarding said message to a plurality of adjacent nodes 

comprising said virtual path, and 
initiating a timer/ for receiving a response to said 
forwarded message. 
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15 



1, further comprising: 
response to said forwarded 



32. The method of claim 
if said timer expires before sa|id 

message is received, 
releasing resources of] said virtual path 

33. The method of claim 'M, further comprising: 
if said response to said forwarded message is received, 

releasing resources of said virtual path. 

34. The method of claim 22, further comprising: 

if said intermediary node reo jives a valid restore path request, 
updating path infonr ation in a node database, 
allocating resources requested for said virtual path, and 
forwarding said ffestojf epath request to all eligible 
adjacent noc 




20 



25 



35. The method of claim 22, further comprising: 
if said intermediary node rejbeives an invalid restore path 

request, 

responding with a nbgative acknowledgment, 

36. The method of claii n 6, wherein restoring of said virtual path is 
performed by said second node. 

37. The method of claim 36, further comprising: 

if said failure is a local physical port failure between said 
second node and ai adjacent node comprising said 
virtual path, 

determining an available different physical port of said 
link between said second node and said adjacent 
nodes, 
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initiating a physical port! switch request for said adjacent 

node, i 
provisioning said virtua^ path to said different physical 

port, and 

updating said provisioning information in a node 
database. 



38. The method of claim B7, further comprising: 
if different physical port of said link between said second node 

and said adjacent nodes is unavailable, 
10 a. changing a state said virtual path to down, 

b. generating a restoration request, 

c. forwarding said restoration request to a plurality of 
adjacent nod^sc!>mprising said virtual path, and 

d. waiting for a res Donse to said restoration request for 
15 a predetermined ^jiterv^^ 

39. The method of cku/ln 38, further comprising: 

if said response to said restDration request is not received 
within said predete: mined interval of time, 
repeating steps (b) - (d) for a predefined threshold 
20 times. 

40. The method of cla m 39, further comprising: 

if said response to said re itoration request is not received 
within said predefined threshold times, 
releasing resources of said virtual path. 

25 41. The method of claim 40, wherein said predetermined interval of time 

and said predefined threshold are defined during provisioning of said virtual path. 
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42. The method of claim 4Q, wherein said predetermined interval of time 
and said predefined threshold are dynamically calculated by said network based on 
network traffic condition. 



43. The method of claim B9, further comprising: 
if said response to said restoration request is received, 
releasing resources off said virtual path. 



10 



15 



20 



25 



44. The method of claim 36, further comprising: 
if said second node receives a message of a remote port failure 

at a node comprisin i said virtual path, 

acknowledging saic message, 

changing a state of said virtual path to down, and 



45. 



releasing resource 



The method of 



f said virtual path. 




er composing: 
id restore path request, 



if said second node reoeivL 

updating path toft rmation in a node database, and 
allocating resources requested for said virtual path. 



46. The method of clajim 
if said second node receiv 
responding with a 



36, further comprising: 
es an invalid restore path request, 
negative acknowledgment. 



47. A computer systeifi comprising: 
a processor; 

an optical network interface, coupled to said processor and to 

an optical networl :; 
computer readable medium coupled to said processor; and 
computer code, encoded n said computer readable medium, 
configured to cause said processor to: 
broadcast a plurality of resource request packets to a 
plurality of said nodes in said optical network; 

36 
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identify a plurality of no 



y ies with resources wherein said 
nodes with resources are ones of said nodes 
having a resource necessary to support said 
virtual path; 

determine an alternate physical path, said alternate 

physical path comprising ones of said nodes 

with resources; 
configure said alternate physical path by establishing a 

communication connection between said ones of 

said nodes witm resources; and 
restore said virtual path by provisioning said virtual 

path over said! alternate physical path. 



48. The computer §ystenf of claim 47, wherein said computer code 
configured to cause said processor 

1 5 detect a failure in said virtjifcl 

49. The computer system of claim 47, wherein said computer code 
configured to cause said processoij to restore said virtual path is further configured to 
cause said processor to: 

complete restoration of sa|d virtual path in less than 50 
20 milliseconds. 



25 



50. The computer system of claim 47, wherein: 
said virtual path is provisioned on a physical path between a 
first and a second node of said optical network; 
said optical network comprises said nodes; and 
each one of said nodes ifs coupled to at least one another of said 
nodes by a plurality of optical links. 



-37- 



ley Docket No.: M-7165-5P US 



5 1 . The computer system 1 
said physical path between 
comprises a plurality 



of claim 50, wherein: 

first and said second node 
intermediate nodes. 



said 



of 



52. The computer system 



5 coupled to at least one another of said nodes in a mesh topology. 



of claim 50, wherein each one of said nodes is 



53. The computer system 
configured to cause said processor tc 
first node. 



of claim 52, wherein said computer code is 
perform said restoring of said virtual path at said 



10 



15 



54. The computer system of claim 53, wherein said computer code 
configured to cause said processor t<>: 

if said failure is a local physical port failure between said first 
node and an adjjlcen^ 
determine an a\ 
link bet 
nodes, 

initiate a physical pdrt switch request for said adjacent 




20 



configured to cause said processoi 
if different physical port o 



ferent physical port of said 
said first node and said adjacent 



node, 

provision said virtu; il path to said different physical 
port, and 

update said provisioning information in a node 
database. 

55. The computer system of claim 54, wherein said computer code 



to: 



25 



said link between said first node 
and said adjacent nbdes is unavailable, 

(i) change a state of said virtual path to restoring, 

(ii) identify a plurality of adjacent nodes with required 

bandwidth : br said virtual path, 
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(iii) forward a path restoration request to said plurality of 

adjacent nodes with required bandwidth for said 
virtual path, and 

(iv) wait for a response for said path restoration request 

for a first predetermined time interval. 



10 



56. The computer system of cjlaim 55, wherein said computer code 
configured to cause said processor to: 

if said response to said path restoration request is not received 
within said first predetermined time interval, 
repeat steps (ii) - (iv) for a second predetermined time 
interval. 

57. The computer system o f claim 56, wherein said computer code 
configured to cause said processor taf 



15 



20 




H second 



25 



if said response is not recei 
predetermined time 
generate network al 



58. The computer system of claim 53, wherein said computer code 
configured to cause said processor tc : 

if said failure did not occur a ; a physical port of said link 

between said first node and one of adjacent nodes of 

said first node, 

(i) change a state of said virtual path to restoring, 

(ii) identify a pluralily of adjacent nodes with required 

bandwidth for said virtual path, 

(iii) forward a path re storation request to said plurality of 

adjacent nodes with required bandwidth for said 
virtual path, ind 

(iv) wait for a respor se for said path restoration request 

for a first predetermined time interval. 
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59. The computer syst^j of claim 58, wherein said computer code 
configured to cause said processor t|>: 

if said response for said pa4i restoration request is not receive 
within said first predetermined time interval, 



repeat steps (ii) - (i\ 
interval. 



60. 



configured to cause said processor 



) for a second predetermined time 



The computer syste n of claim 59, wherein said computer code 



to: 



if said response for said path restoration request is not received 



predetermined time interval, 
larms. 




of claijri 52, wherein said computer code 
perform said restoring of said virtual path at one 



10 with in said seconc 

generate network 

61. The computer 
configured to cause said proc/essc > 
of said intermediate nodes. 



15 62. The computer sys tern of claim 6 1 , wherein said computer code 

configured to cause said processor to: 

if said failure is a local p hysical port failure between said 

intermediary noc e and an adjacent node comprising said 
virtual path, 

20 determine an available different physical port of said 

link betv reen said intermediary node and said 
adjacent nodes, 
initiate a physical port switch request for said adjacent 
node, 

25 provision said virtual path to said different physical 

port, and 

update said provisioning information in a node 
database. 
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63. The computer system c^f claim 62, wherein said computer code 
configured to cause said processor toj 

if different physical port of said link between said intermediary 
node and said adjacent nodes is unavailable, 

a. change a state of < aid virtual path to down, 

b. generate a restoration request, 

c. forward said restoration request to a plurality of 
adjacent nodes comprising said virtual path, and 

d. wait for a response to said restoration request for a 
predetermined interval of time. 



64. The computer systefm of claim 63, wherein said computer code 
configured to cause said processoij to: 

if said response to said res :oration request is not received 
within said predate n^ined interval of time, 



15 



repeat steps (b) - 




defined threshold times. 



20 



65. The computer s 
configured to cause said processor to: 

if said response to said 

within said predefined 
release resources 



restoration request is not received 
threshold times, 
of said virtual path. 



25 



of claim 64, wherein said computer code 



to: 



66. The computer system of claim 64, wherein said computer code 
configured to cause said processor 
if said response to said 
release resources 



restoration request is received, 
; of said virtual path. 



67. The computer system of claim 61, wherein said computer code 
configured to cause said processor to: 
if said intermediary i 

failure at a node 
change a state of |said 



receives a message of a remote port 
comprising said virtual path, 
id virtual path to down, 
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forward said message to a plurality of adjacent nodes 

comprising said virtual path, and 
initiate a timer for receiving a response to said 

forwarded message. 

68. The computer system of claim 67, wherein said computer code 
configured to cause said processor to: 

if said timer expires before said response to said forwarded 

message is received, J 

release resources of said virtual path. 



10 69. The computer system of claim 67, wherein said computer code 

configured to cause said processor (to: 

if said response to said forwarded message is received, 
release resourc^ofssaid virtual path. 



15 



20 



25 



70. The computer/ syst|m exclaim 61, wherein said computer code 
configured to cause said prodessj 

if said intermediary node deceives a valid restore path request, 
update path infon nation in a node database, 



allocate resources 
forward said restc 
nodes. 



requested for said virtual path, and 
re path request to all eligible adjacent 



71 . The computer system of claim 61, wherein said computer code 
configured to cause said proces; or to: 

if said intermediary nod 5 receives an invalid restore path 
request, 

respond with a r egative acknowledgment. 

72. The computer s astern of claim 52, wherein said computer code 
configured to cause said proce >sor to perform said restoring of said virtual path at said 
second node. 



V 
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73. The computer systerri\of claim 72, wherein said computer code 
configured to cause said processor to: 

if said failure is a local physical port failure between said 
second node and an adjacent node comprising said 
virtual path, 

determine an available different physical port of said 

link between |said second node and said adjacent 
nodes, 

initiate a physical p^rt switch request for said adjacent 
node, 

provision said virtual path to said different physical 
port, and 

update said provisfoning information in a node 
database 

74. The computer systejm of claipi 73, wherein said computer code 
configured to cause said process y 

if different physical p 

and said adjacent 
a. change a state 



9 20 



25 



said link between said second node 
nodes is unavailable, 
of said virtual path to down, 



b. generate a restoration request, 

c. forward said restoration request to a plurality of 
adjacent nodes comprising said virtual path, and 

d. wait for a response to said restoration request for a 
predetermined interval of time. 

75. The computer system of claim 72, wherein said computer code 
configured to cause said proces >or to: 

if said response to said iestoration request is not received 
within said predetermined interval of time, 
repeat steps (b) - - (d) for a predefined threshold times. 
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76. The computer system orf claim 75, wherein said computer code 
configured to cause said processor to: I 

if said response to said restoration request is not received 
within said predefined /threshold times, 
release resources of said virtual path. 

77. The computer systerd of claim 75, wherein said computer code 
configured to cause said processor to: 

if said response to said restoration request is received, 
release resources of said virtual path. 

78. The computer system of claim 72, wherein said computer code 
configured to cause said pro^sspr to: 

5ce|v4s a message of a remote port failure 
ipriffling saKl virtual path, 
sa/dVm^ssage, 

* said virtual path to down, and 



if said second node 
at a node coi 
acknowledgj 
change a stat\ 



release resources of said virtual path. 

79. The computer fcystem of claim 72, wherein said computer code 
configured to cause said processor to: 

if said second node receives a valid restore path request, 
update path ^formation in a node database, and 
allocate resources requested for said virtual path. 



80. The computer system of claim 72, wherein said computer code 
configured to cause said processor to: 

if said second node/receives an invalid restore path request, 
respond with a neg itive acknowledgment. 
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81 . A computer program jproduct encoded in computer readable media, 
said program product comprising: 

a first set of instructions executable on a computer system, 

configured to broadcast a plurality of resource request 
5 packets to a plurality c f nodes in an optical network; 

a second set of instructions e> ecutable on said computer 

system, configured to identify a plurality of nodes with 
resources wherein sai i nodes with resources are ones of 
said nodes having a resource necessary to support said 
1 0 virtual path; 

a third set of instructions executable on said computer system, 
configured to determine an alternate physical path, said 
alternate physical pa h comprising ones of said nodes 
with resources; /" \ 
1 5 a fourth set of instructions executable on said computer system, 

configured to copfiJure saicLalternate physical path by 
establishing a comrppnic^iion connection between said 
ones of said noc es/^ilfi resources; and 
a fifth set of instructions executable on said computer system, 
20 configured to restore said virtual path by provisioning 

said virtual path oyer said alternate physical path. 



25 



82. The computer program product of claim 81, further comprising: 
a sixth set of instruction executable on said computer system, 

configured to detect a failure in said virtual path in said 

optical system. 



83. The computer pijbgram product of claim 81, wherein said first set of 
instruction comprises: 

a first sub-set of instructions, executable on said computer 

system, configu *ed to receive a failure message packet; 
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a second sub-set of instructions, executable on said computer 
system, configured to analyze said failure message 



packet; and 

a third sub-set of instruction^, executable on said computer 
system, configured tcf identify if said failure is a local 
failure. 



10 



84. The computer progijkm product of claim 81, wherein: 
said virtual path is provisioned on a physical path between a 

first and a second r ode of said optical network, 
said physical path comprises a plurality of intermediate nodes, 
each one of said nodes is c oupled to at least on another of said 
nodes in a mesh topology. 



15 




proc^ict of claim 84, wherein said restoring of 
node. 



20 



25 



85. The computer 
said virtual path is performed 



86. The computer ptr5i jram product of claim 85, further comprising: 
a sixth set of instructions (executable on said computer system, 
configured to: 

if said failure is a local physical port failure between said first 
node and an adjacent node, 

determine an available different physical port of said 
link between said first node and said adjacent 
nodes, 

initiate a physica port switch request for said adjacent 
node, 

provision said vi] tual path to said different physical 
port, and 

update said provi sioning information in a node 
database. 



-46- 



icy Docket No.: M-7165-5P US 



10 



87. The computer program product of claim 86, further comprising: 
a seventh set of instructionsjexecutable on said computer 

system, configured to: 
if different physical port ofjsaid link between said first node 

and said adjacent nodes is unavailable, 

(i) change a state of said virtual path to restoring, 

(ii) identify a plurality of adjacent nodes with required 
bandwidth for said virtual path, 

(iii) forward a path restoration request to said plurality of 
adjacent nodes with required bandwidth for said virtual 
path, and 

(iv) wait for a response fbr said path restoration request for a 
first predetermined-wne interval. 



15 



20 



am product of claim 87, further comprising: 
ble on said computer 



is execi 



88. The computer pf 
an eighth set of ins true 
system, con^ 

if said response to saicl|path restoration request is not received 
within said first predetermined time interval, 
repeat steps (ii) — (iv) for a second predetermined time 
interval 



25 



89. The computer program product of claim 86, further comprising: 
a ninth set of instructiqns executable on said computer system, 

configured to: 
if said response is not teceive in within said second 

predetermined time interval, 

generate network alarms. 



90. The computer program product of claim 85, further comprising: 
a sixth set of instructions executable on said computer system, 
configured to: ' 
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if said failure did not occur atja physical port of said link 

between said first node and one of adjacent nodes of 
said first node, J 

(i) changing a state of said virtual path to restoring, 

(ii) identifying a plurality of adjacent nodes with 

required bandwidth for said virtual path, 

(iii) forwarding a path restoration request to said 

plurality of adjacent nodes with required 
bandwidth tor said virtual path, and 

(iv) waiting for a response for said path restoration 

request foif a first predetermined time interval. 



15 



91 . The computer program product of claim 90, further comprising: 
a seventh set of instructions executable on said computer 

system, confi^urid^i to: 
if said response for said Aath restoration request is not receive 
within said firstjplredepmnined time interval, 
repeat steps wi)|A (iv) for a second predetermined time 
interval! 



20 



25 



92. The computer program product of claim 90, further comprising: 
an eighth set of instructions executable on said computer 

system, configured to: 
if said response for said path restoration request is not received 

with in said se cond predetermined time interval, 

generate network alarms. 



93. The compute 
said virtual path is performed 



94. The computdr 
a sixth set of instruc ; 
configured to 



program product of claim 84, wherein said restoring of 
by one of said intermediate nodes. 



program product of claim 93, further comprising: 
ions executable on said computer system, 
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if said failure is a local port failure between said intermediary 
node and an adjacent node comprising said virtual path, 
determine an available different physical port of said 

link between safld intermediary node and said 

adjacent nodes,! 
initiate a physical port js witch request for said adjacent 

node, 

provision said virtual jpath to said different physical 
port, and 

updat said provisioning information in a node database. 



95. The computer program product of claim 94, further comprising: 
a seventh set of instructions! executable on said computer 

system, configured Jo: 
if different physical port of said link between said intermediary 
node and said adjacent nodes is unavailable, 
a. change a st ite c fjsaid vjraial path to down, 
estc 



b. generate a 

c. forward sai 
adjacent nodes 

d. wait for a resp 
predetermined 




request, 

^r^toration request to a plurality of 
comprising said virtual path, and 
)nse to said restoration request for a 
interval of time. 



96. The computer prcfgram product of claim 95, further comprising: 
an eighth set of instructions executable on said computer 

system, configured to: 
if said response to said restoration request is not received 

within said predetermined interval of time, 



repeat steps (b) 



- (d) for a predefined threshold times. 



97. The computer 
a ninth set of instructio(ns 
configured to: 



pfrogram product of claim 96, further comprising: 
executable on said computer system, 



-49- 



'y Docket No.: M-71 65-5P US 



if said response to said restoration request is not received 
within said predefined threshold times, 
release resources of said virtual path. 



98. The computer prograrA product of claim 97, further comprising: 
a tenth set of instructions executable on said computer system, 

configured to: 
if said response to said restoration request is received, 
release resources of/said virtual path. 



10 



15 



20 



25 



99. The computer program product of claim 93, further comprising: 
a sixth set of instructions Executable on said computer system, 
configured to: 

if said intermediary nef8S\receives a message of a remote port 
failure at a nade /comprising said virtual path, 

offsaiavirtuaVpath to down, 
forward said i^e^s^e to/a plurality of adjacent nodes 
comprising said virtual path, and 



initiate a timer 



f dv receiving a response to said 



forwarded message. 



100. The computer 
a seventh set of instructions 

system, confi; 
if said timer expires 
message is rec 
release resources 



101. The computer 
an eighth set of i 

system, confi 
if said response to 

release 



; resources 



rogram product of claim 99, further comprising: 
executable on said computer 
to: 

said response to said forwarded 
ived, 
of said virtual path. 



lfig ired 
before 



program product of claim 100, further comprising: 
instructions executable on said computer 
fibred to: 

saip forwarded message is received, 
of said virtual path. 
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102. The computer prograr/pjroduct of claim 93 , further comprising: 
a sixth set of instructions executable on said computer system, 
configured to: 

if said intermediary node receives a valid restore path request, 
updating path information in a node database, 
allocating resources requested for said virtual path, and 
forwarding said restore path request to all eligible 
adjacent nodes. 



10 



103. The computer program product of claim 93, further comprising: 
a sixth set of instructions executable on said computer system, 
configured to: 

if said intermediary node Receives an invalid restore path 
request, 

respond with a/negat^ve acknowledgment. 



15 1 04. The computer 

said virtual path is performe 



pr6^tkm prodOct of claim 84, wherein said restoring of 
by/saia-s^cond node. 



20 



25 



1 05. The computer program product of claim 1 04, further comprising: 
a sixth set of instructions executable on said computer system, 
configured to: 

if said failure is a local! physical port failure between said 
second node ai^d an adjacent node comprising said 
virtual path, 

determine an Available different physical port of said 

link between said second node and said adjacent 
nodes, 

initiate a phys ical port switch request for said adjacent 



node, 
provision sak 



port, end 



virtual path to said different physical 
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update said provisioning information in a node 
database. j 



10 



106. The computer program product of claim 105, further comprising: 
a seventh set of instructions executable on said computer 

system, configured to: 
if different physical port of said liAk between said second node 

and said adjacent nodes is/unavailable, 

a. change a state of said/virtual path to down, 

b. generate a restoration request, 

c. forward said restoration request to a plurality of 
adjacent nodes comprising said virtual path, and 

d. wait for a response xo said restoration request for a 
predetermined inteffval of time. 



15 



107. The computer progf-ani pfoduct^f claim 106, further comprising: 
an eighth set of instructions efc/cutefble on said computer 

system, configured to, 
if said response to said restoration request is not received 
within said predetermined interval of time, 
repeat steps (b) - (d)Jfor a predefined threshold times. 



20 



25 



30 



108. The computer program product of claim 107, further comprising: 
a ninth set of instructions executable on said computer system, 
configured to: 



if said response to said resi 



within said predefi] led threshold times, 



release resources o 



release resources 



oration request is not received 



said virtual path. 



109. The computer program product of claim 107, further comprising: 
a ninth set of instructions executable on said computer system, 

configured to: 
if said response to said restoration request is received, 



>f said virtual path. 
-52- 
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110. The computer program product of claim 104 5 further comprising: 
a sixth set of instructions executable on said computer system, 
configured to: 

if said second node receives a niessage of a remote port failure 
at a node comprising said virtual path, 
acknowledge said message, 
change a state of said virtual path to down, and 
release resources of said virtual path. 



10 



15 



111. The computer program product of claim 104, further comprising: 
a sixth set of instructions executable on said computer system, 
configured to: 

if said second node received a valid restore path request, 
update path information in a node database, and 
allocate resources requested for said virtual path. 



prof 



product of claim 104, further comprising: 
cutabl@"on said computer system, 



112. The computer 
a sixth set of instructibns 
configured to: 

if said second node receives an invalid restore path request, 
respond with a negative acknowledgment 



20 



25 



113. A computer system comprising: 

means for broadcasting la plurality of resource request packets 
to a plurality of [nodes in a optical network; 

means for identifying aj plurality of nodes with resources 
wherein said nodes with resources are ones of said 
nodes having aj resource necessary to support a virtual 
path; 

means for determining an alternate physical path, said alternate 
physical path pomprising ones of said nodes with 
resources; 
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means for configuring said ajternate physical path by 

establishing a communication connection between said 
ones of said nodes with resources; and 

means for restoring said virtual path by provisioning said 
virtual path over said alternate physical path. 

1 14. The computer system of claim 1 13, further comprising: 
means for detecting a failure in said virtual path by receiving a 
failure message. 



10 



15 



20 



115. The computer system of claim 1 14, further comprising: 
means for receiving a failure message packet; 
means for acknowledging said failure message packet; and 
means for determining said nodes with resources is done by 
analyzing a/resppnse to said resource request packets. 



116. The computer s^j 
said virtual path is\ 



im 1 14, wherein: 
a physical path between a 
first and a secoiid node of said optical network; 
said physical path between said first and said second node 

comprises a plurality of intermediate nodes; 
said optical network comprises said nodes; and 
each one of said nodes is coupled to at least one another of said 
nodes by a plurality of optical links. 



117. The computer] system of claim 116, wherein each one of said nodes is 
coupled to at least one another of said nodes in a mesh topology. 



118. The compute: ■ 
25 said virtual path by is 



system of claim 117, wherein said means for restoring of 
includbd in said first node. 



V 
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10 



119. The computer system 



iiivoiio, ix o cxi \a idiiUiC it> it lUCiLl 



said first node and an 



:>f claim 118, further comprising: 
physical port failure between 



idjacent node, for 
determining an available different physical port of said 
link between paid first node and said adjacent 
nodes, 

initiating a physical jt>ort switch request for said adjacent 
node, 

provisioning said virtual path to said different physical 
port, and 

updating said provisioning information in a node 
database. 



15 



20 



25 



m of claim 119, further comprising: 
sifcajjport ofsaid link between said first 
adjacent tWles is unavailable, for 
a sfate ofsaid virtual path to restoring, 
plurality of adjacent nodes with 
required [bandwidth for said virtual path, 
(iii)forwarding a ] 



1 20. The computer 
means, if different pi 
node and sai 

(i) changing 

(ii) identifying 



l path restoration request to said 
plurality of adjacent nodes with required 
bandwk ith for said virtual path, and 



(iv)waiting for 
request 



a response for said path restoration 
br a first predetermined time interval. 



121. The computer 
if said response to said 
within said firs 
means for 



ystem of claim 120, further comprising: 
path restoration request is not received 
predetermined time interval, 
steps (ii) - (iv) for a second 
predetermined time interval. 



repej iting 
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122. The computer system off claim 121, further comprising 
means, if said response is not receive in within said Second 

predetermined time interval, tor 

generating network alajms. 



10 



15 



20 



25 



123. The computer system of claim 119, further comprising: 
means, if said failure did not occur at a physical port of said 

link between said fir^ft node and one of adjacent nodes 

of said first node, for 

(i) changing a state pf said virtual path to restoring, 

(ii) identifying a plurality of adjacent nodes with 

required bandwidth for said virtual path, 

(iii) forwarding a path restoration request to said 

plurality of adjacent nodes with required 
bandwidth for said virtual path, and 

(iv) waiting for/a r^ponse fop^aid path restoration 



reques 



forlaxirst predetermined time interval. 



124. The computer i^dcem of claim 123, further comprising: 
if said response for saidjpath restoration request is not receive 
within said first predetermined time interval, 
means for repeating steps (ii) - (iv) for a second 
predetermined time interval. 



125. The computer s 
means, if said response 



'stem of claim 124, further comprising: 
for said path restoration request is not 
received with ii^ said second predetermined time 
interval, for 

generating network alarms. 



126. The computer 
virtual path is performed by oine 



system of claim 117, wherein said restoring of said 
of said intermediate nodes. 
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127. The computer system of (claim 126, further comprising: 

means, if said failure is a local physical port failure between 

I - 

said intermediary node ajid an adjacent node comprising 
said virtual path, for 

determining an availably different physical port of said 
link between sayd intermediary node and said 
adjacent nodes, 

initiating a physical pqrt switch request for said adjacent 
node, 

provisioning said virtiial path to said different physical 
port, and 

updating said provisioning information in a node 
database. 



15 



20 



25 



)f claim 127, further comprising: 
irt of said/fink between said 
idjacent nodes is 



saic 



128. The computer sVste 
means, if different ph^sica 

intermediary iod^ 

unavailable, for 

a. changing a sfafte of said virtual path to down, 

b. generating a restoration request, 

c. forwarding said restoration request to a plurality of 
adjacent nodes comprising said virtual path, and 

d. waiting for a response to said restoration request for 
a predetermined interval of time. 



129. The computer 
means, if said response 
received withii l 
repeating steps 
times 



system of claim 128, further comprising: 
to said restoration request is not 
said predetermined interval of time, for 
(b) — (d) for a predefined threshold 
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130. The computer system oftclaim 129, further comprising 



^cla 



means, n sam response io sam restoration request is not 

received within said prec efined threshold times, for 
releasing resources of sa£d virtual path. 



131. The computer system or claim 129, further comprising: 
means, if said response to said (restoration request is received, 
for 

releasing resources of taid virtual path. 



10 



15 



1 32. The computer system pf claim 126, further comprising: 
means, if said intermediary mode receives a message of a 

remote port failure node comprising said virtual 

path, for 

changing a state 6f siidlvirtual p^th to down, 
forwarding saidpiesp^ge to ^plurality of adjacent nodes 

comprising saiSLvirtual path, and 
initiating a timer Tor receiving a response to said 
forwarded message. 



20 



133. The computer system of claim 132, further comprising: 
means, if said timer expires before said response to said 

forwarded message is received, for 

releasing resources of said virtual path. 



1 34. The computer sy: 
means, if said response 
releasing resourc 



tern of claim 132, further comprising: 
t{> said forwarded message is received, 
s of said virtual path. 



V 
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135. The computer system of cjlaim 126, further comprising: 
means, if said inienricuiaiy iiodc icucivcs a valid restore path 
request, for 

updating path information in a node database, 
allocating resources reqiJssted for said virtual path, and 
forwarding said restore path request to all eligible 
adjacent nodes. 



10 



136. The method of claim 126, further comprising: 
means, if said intermediary nqde receives an invalid restore 
path request, for 

responding with a negative acknowledgment. 



137. The computer syst^njmf claim 117, wherein means for restoring of said 
virtual path is included in said $ecoyidWode. 



15 



20 



25 



138. The computer iystettiof cl#fm 137, further comprising: 
means, if said failure i^a^cal physical port failure between 

said second node apd an adjacent node comprising said 
virtual path, for 
determining an available different physical port of said 
link betwqen said second node and said adjacent 
nodes, 

initiating a physical port switch request for said adjacent 
node, 

provisioning said virtual path to said different physical 
port, and 

updating said pr >visioning information in a node 
database 



139. The computer s 
means, if different 

second node anc 



astern of claim 138, further comprising: 
physical port of said link between said 

said adjacent nodes is unavailable, for 
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a. changing a state of said virtual path to down, 

b. generating a restoratiojn request, 

c. forwarding said restoration request to a plurality of 
adjacent nodes comprising said virtual path, and 

d. waiting for a response to said restoration request for 
a predetermined interval of time. 



10 



140. The computer system of claim 139, further comprising: 
means, if said response to said restoration request is not 

received within said predetermined interval of time, for 
repeating steps (b) - (/d) for a predefined threshold 
times. 



15 



141. The computer system of claim 140, further comprising: 
means, if said response to^smd restoration request is not 

received within /aid predefined threshold times, for 
releasing resources} of said virtual path. 

142. The computer ^stjbfn ofclaim 140, further comprising: 
means, if said response tcj said restoration request is received, 

for 

releasing resources of said virtual path. 



20 



25 



143. The computer system of claim 137, further comprising: 
means, if said second no ie receives a message of a remote port 

failure at a node :omprising said virtual path, for 

acknowledging said message, 



changing a state 



of said virtual path to down, and 



releasing resources of said virtual path. 

144. The computer svstem of claim 137, further comprising: 
means, if said second n >de receives a valid restore path request, 
updating path information in a node database, and 
allocating resources requested for said virtual path. 
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145. The computer systep of claim 137, further comprising: 
means, if said second i^n^i cycives an invaiid restore path 
request, for 

responding with a negative acknowledgment. 
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